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CONFIDENTIAL 
PAGE 01 STATE 070538 
50 

ORIGIN SY-10 

INFO OCT-01 ADP-00 AF-05 /016 R 

DRAFTED BY A/ SY/ T: MDOIG: LGD 

4/16/73 EXT 20548 

APPROVED BY A/ SY/ T: DGFISCHER 

083116 

R 161915 Z APR 73 
FM SECSTATE WASHDC 
TO AMEMBASSY NAIROBI 
AMEMBASSY PRETORIA 
INFO AMEMBASSY BEIRUT 

CONFIDENTIAL STATE 070538 

E. O. 11652: GDS 
TAGS: ASECKESFLE 

SUBJECT: POSSIBLE TECHNICAL SURVEILLANCE DEVICE 
NAIROBI FOR RSO, PRETORIA FOR TSO, BEIRUT FOR RSS 
REF: NAIROBI 2412 

1. DETAILS DESCRIBED IN REFTEL INDICATE THAT TELEPHONE 
LINE MAY BE TAPPED. SUGGEST RSO USE THIS INFORMATION IN 
HIS SECURITY BRIEFING PROGRAM. 

2. THERE ARE NO RPT NO TECHNICAL SECURITY COUNTERMEASURES 
AGAINST TELEPHONE TAPS. IT HAS BEEN OUR EXPERIENCE THAT 
SPECIAL VISITS BY TECHNICAL SECURITY OFFICERS TO CHECK OUT 
SUCH INCIDENTS ARE OF LITTLE VALUE. 

3. SUGGEST TSO PRETORIA DISCUSS SITUATION WITH THE RSO 
NAIROBI ON HIS NEXT ROUTINE VISIT THROUGH AREA. ROGERS 
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Message Attributes 



Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 16 APR 1973 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: morefirh 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1973STATE070538 

Document Source: CORE 

Document Unique ID: 00 

Drafter: MDOIG: LGD 

Enclosure: n/a 

Executive Order: GDS 

Errors: n/a 

Film Number: n/a 

From: SECSTATE WASHDC 

Handling Restrictions: n/a 

Image Path: 

ISecure: 1 

Legacy Key: Iink1973/newtext/t19730443/aaaaiokr.tel 

Line Count: 54 
Locator: TEXT ON-LINE 
Office: ORIGIN SY 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 1 

Previous Channel Indicators: 

Previous Classification: CONFIDENTIAL 

Previous Handling Restrictions: n/a 

Reference: 73 NAIROBI 2412 

Review Action: RELEASED, APPROVED 

Review Authority: morefirh 

Review Comment: n/a 

Review Content Flags: 

Review Date: 09 JAN 2002 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <09-Jan-2002 by martinjw>; APPROVED <15-Jan-2002 by morefirh> 

Review Markings: 

Declassified/Released 
US Department of State 
EO Systematic Review 
30 JUN 2005 



Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 

Status: <DBA CORRECTED> jms 9801 1 6 

Subject: POSSIBLE TECHNICAL SURVEILLANCE DEVICE 

TAGS: ASEC, KE, LE, SF 

To: BEIRUT 

NAIROBI 

PRETORIA 

Type: TE 
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